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Abstract

The incorporation of (Al) into cybersecurity has created new opportunities for the psychological profiling
of cyber criminals. This paper investigates the utilization of Al-driven methodologies to evaluate the
personality traits, motives, and behavioral patterns of individuals who are engaged in cybercrimes. The
study endeavors to identify critical psychological and social indicators that distinguish cyber assailants
from the general population by utilizing machine learning algorithms, natural language processing, and
social network analysis. The goal is to improve proactive cybersecurity measures by anticipating potential
threats and customizing defense mechanisms to the psychological profiles of hackers. The primary
discoveries pertain to the potential of Al systems to categorize hacker archetypes, including script
children, and state-sponsored actors, according to their online behaviors, assault methods, and
communication patterns. Additionally, the research underscores the ethical and legal obstacles that are
linked to profiling, underscoring the necessity of responsible Al use and transparency. The study also
emphasizes the significance of multidisciplinary approaches, which involve the integration of insights
from psychology, criminology, and computer science to enhance profiling techniques. This enhances the

precision of threat assessments and the efficacy of interventions.
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Introduction

The rising incidence of cybercrimes presents
a substantial risk to people, companies, and
governments. Comprehending the
psychological characteristics of these
offenders is essential for formulating
effective cybersecurity strategies.

Advancements in Artificial Intelligence (Al)
now enable the analysis of extensive data
sets to discern behavioral patterns and
psychological characteristics of cyber
hackers. This research examines the use of
Al in the psychological profiling of
cybercriminals, with the objective of
enhancing proactive cybercrime prevention
measures. This study integrates psychology,
criminology, and machine learning to
elucidate the motives, behavioral patterns,
and profiles of cyber attackers, presenting an
innovative strategy for cybersecurity. Shafik
(2024) analyzed the psychological and
behavioral traits of cyber attackers, while
correlating them with the dynamics of
cyberbullying. The research underscores the
digital domain as a fertile environment for
nefarious actions, stressing the need of
comprehending the motives, strategies, and
classifications of cyber assailants. The
research  classifies

cybercriminals into

categories including hacktivists,

statesponsored attackers, and opportunistic

hackers, each motivated by certain objectives
such as political agendas, espionage, or
financial profit. The author examines
cyberbullying, characterizing it as a
widespread kind of digital assault. In
contrast to traditional bullying,
cyberbullying leverages anonymity and the
vast scope of internet  platforms,
exacerbating its psychological effects on
victims. Shafik emphasizes the same
psychological characteristics of cyber

attackers and  cyberbullies, including
narcissistic tendencies, a need for control,
and emotional detachment. The chapter
emphasizes the essential function of
multidisciplinary methods in tackling these
challenges, promoting cooperation among
psychologists, criminologists, and
cybersecurity specialists. By comprehending
attacker profiles and bullying patterns,
preventative tactics may be established,
educational  initiatives  and

Al-based

including

sophisticated detection
technologies. The report emphasizes the
ethical and legal ramifications of profiling,
advocating for the appropriate use of
technology in addressing cyber dangers
while protecting human privacy. This chapter
offers critical insights into the convergence
of human psychology and digital security,

presenting a thorough framework for

reducing cyber threats.
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Research Background

Cybercrime is an increasingly sophisticated

danger that leverages technology
improvements to perpetrate destructive acts.
Conventional approaches to detecting and
apprehending hackers have emphasized
technological forensics, sometimes
neglecting the psychological dimensions of
cyber assailants. Psychological profiling has
been used in criminology for decades,
nevertheless it remains inadequately
examined in relation to cybercrime.

Artificial intelligence has transformational
capabilities in this field, enabling the
examination of communication patterns,
digital traces, and other behavioral markers.
This study enhances prior studies by using
Al algorithms to examine the psychological
characteristics and behavioral patterns of
cybercriminals, offering a thorough insight
into their motives and activities. Singh and
Kaunert (2025) analyze the interaction
between machine learning solutions and
cybersecurity, highlighting worldwide legal
and ethical problems. Their research
underscores the transformative impact of
advanced machine learning (ML) technology
on cybersecurity via improved predictive
capabilities, vulnerability identification, and
real-time threat mitigation. This progress

presents intricate legal and ethical challenges

that need sophisticated answers. The writers
examine critical legal matters, including data
privacy, intellectual property, and regulatory
compliance. The worldwide dimension of
cybersecurity threats exacerbates these
1ssues, since various international laws and
regulations provide substantial obstacles.
Variations in data protection legislation
throughout regions might hinder the
implementation of ML solutions, requiring
unified legal frameworks. The research
related  to

examines ethical  issues

algorithmic  bias, transparency, and
accountability. The use of machine learning
in cybersecurity often prompts concerns
about equity and the possibility of biased
results. Singh and Kaunert endorse ethical
frameworks that foster inclusion and
transparency, guaranteeing the responsible
design and deployment of ML algorithms.
The authors emphasize the significance of
stakeholder

engagement, including

governments,  business  sectors, and
academia, to successfully tackle these
difficulties. = They  advocate for a
multidisciplinary strategy to guarantee that
machine learning solutions conform to
ethical standards and legal obligations. Singh
and Kaunert contend that by harmonizing
innovation with legislation, intelligent
machine learning may serve as a

fundamental element of resilient and fair
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cybersecurity frameworks globally. Tshimula
et al. (2024) and Aiken et al. (2024) enhance
the comprehension of psychological and
behavioral aspects in cybersecurity. The
researcher investigates the amalgamation of
Large Language Models (LLMs) and
psycholinguistic  profiling to augment
cybersecurity techniques. They contend that
LLMs, in conjunction with psycholinguistic
analysis, may reveal nuanced behavioral
patterns and linguistic indicators linked to
harmful cyber actions. This method provides
understanding  of the  psychological
characteristics of cyber threat actors,
facilitating the development of more
effective threat detection systems. Their
study highlights the need of integrating
computational breakthroughs with
psychological theories, offering a new
approach to enhancing cyber defensive
systems. Aiken et al. (2024) examines the
impact of attitudes, perceived behavioral
control, and subjective norms on the
intentions of young persons to participate in
hacking activities. Research indicates that
favorable perceptions of hacking, perceived
simplicity of execution, and peer

endorsement  substantially elevate the
probability of illegal hacking intents. The
study highlights the significance of early
educational

interventions, including

initiatives and social campaigns, to alter

young beliefs and diminish criminal conduct
in cyberspace. Collectively, these findings
demonstrate the increasing importance of
comprehending psychological and
behavioral variables in cybersecurity. The
study offers techniques for recognizing
possible  risks using  psycholinguistic
analysis, whereas Aiken et al. examine the
reasons behind cyber assaults. Both studies
emphasize the multidisciplinary aspect of
cybersecurity, promoting a synthesis of
psychological insights and technology
solutions. Tshimula et al. (2024) and Aiken

et al. (2024)

Significance of the Study

Understanding the psychological
characteristics of cybercriminals is essential
for enhancing cybersecurity systems. This
research offers a proactive methodology for
identifying and mitigating cyber threats with
the integration of Al. The findings have
ramifications for several parties, including
legislators, cybersecurity experts, and law
enforcement organizations. Improved
profiling may aid in the creation of focused
awareness initiatives, the formulation of
tailored security measures, and the
refinement of investigation techniques. This
study also enhances the ethical discourse

around the use of Al in criminology,
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ensuring the proper utilization of technology.
The research aims to link cybersecurity with
psychological profiling, facilitating the
creation of more effective defenses against
cybercrime and clarifying the larger domain
of cyber psychology and cybercrime. Ancis
(2020) highlights the growing importance of
understanding psychological processes in
virtual  settings, especially as online
interactions increasingly prevail in personal
and professional spheres. The study
highlighted the psychological effects of
digital interactions, online hostility, and
identity formation. This essential viewpoint
positions cyber psychology as a vital domain
for addressing the hazards and advantages of

digital technology.

Statement of the problem

The complexity of cybercrimes has
escalated, as offenders have used advanced
techniques to evade detection.

Comprehending the human element of these
transgressions remains a difficulty, even
advancements in cybersecurity technology.
Conventional profiling techniques are often
static and limited in their use, since they
cannot adapt to the evolving nature of
cybercriminal activities. This mismatch
highlights the need for innovative methods

that combine technology tools with

psychological understanding. This problem
may be addressed by Al-driven profiling,
which entails analyzing diverse data sources
to discern characteristics and patterns unique
to cyber invaders. Attrill-Smith and Wesson

(2020)  explore the psychology of
cybercrime, analyzing the motives and
actions of offenders. They emphasize that
cybercriminals often use psychological
weaknesses, social engineering methods, and
cognitive biases to perpetrate offenses. The
research highlights the impact of anonymity,
diminished  responsibility, and  the
dissociation enabled by online contexts on
criminal conduct. The authors promote an
interdisciplinary strategy that amalgamates
psychology, criminology, and technology to
develop more effective preventive measures
and treatments. These works together
highlight the intricate relationship between
internet and psychology. Ancis offers a
framework  for

thorough  theoretical

understanding cyber psychological
phenomena, while Attrill-Smith and Wesson
focus on the more malevolent elements,
enhancing the understanding of the
psychological foundations of cybercrime.
Both underscore the need of psychological
skills in formulating ethical, preventative,

and rehabilitative strategies within the

swiftly evolving digital landscape.
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Review of the literature

Firdaus et al. (2022) investigated the
correlation between human psychology and
artificial intelligence (Al) concerning online
transaction fraud. Their study illustrates that
Al-driven fraudulent strategies leverage
psychological flaws, like overconfidence and
reliance on technology, to mislead people.
They emphasize the need for fraud detection
systems that integrate Al with insights into
human behavior to formulate proactive
solutions. Guembe et al. (2022) performed
an assessment of the escalating risk of Al-
driven cyber-attacks, focusing specifically
on how Al technologies augment the
complexity of cyber threats. They discuss the
evolution of offensive strategies, including
automated enticement and adaptable
malware. The report highlights the urgent
need for cooperative worldwide policies to
address vulnerabilities and for defensive Al
systems to mitigate these threats. Bada and
Nurse (2020) examined the psychological
and social ramifications of cyberattacks on
businesses and people. They examine the
emotional and behavioral repercussions,
such as anxiety, fear, and a deterioration of
trust, stemming from digital risks and
breaches. The authors highlight that cyber-
attacks impair not just technical systems but

also the psychological well-being of victims.

They promote a heightened focus on
psychological resilience and awareness as
essential components of cybersecurity
efforts. Ang (2021) wunderscores the
significance of psychological insights in
understanding cybercriminal conduct, while
tackling the legal and ethical dilemmas
related to cyber forensic psychology. The
author examines the ethical obligations of
forensic psychologists, the admissibility of
digital evidence, and data privacy. Ang
advocates for ethical principles that reconcile
individual rights with the necessities of

investigative investigation.

Research Gap

Despite extensive study on the technical
aspects of cybersecurity, there exists a
considerable gap in our understanding of the
psychological characteristics of hackers. The
dynamic and adaptive actions of hackers are
often neglected in current research, which
often focuses on static typologies or depends
on limited datasets. Moreover, the potential
of Al in this setting remains inadequately
exploited. Limited research has examined the
amalgamation of psychological profiling
with machine learning algorithms to provide
a holistic framework for understanding
hackers. This work aims to fill this gap by

combining psychological theories with
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Aldriven methods, thereby offering a
comprehensive approach to cyber hacker
profiling. Smolenskiy and Levshin (2024)
examine the use of artificial intelligence (AI)
in detecting fraudulent accounts, focusing on
legal and psychological aspects. They
highlight the use of psycholinguistic patterns
and behavioral analysis by Al systems to
identify fraudulent accounts. The
implementation of these devices is affected
by legal obstacles, including regulatory
frameworks and privacy issues, as articulated
by the authors. They advocate for ethical Al
techniques that emphasize user rights while
addressing the growing problem of online
deceit. Geluvaraj et al. (2019) study
underscores the improved precision of cyber
attack forecasts, the automation of responses,
and the augmentation of threat detection
using these technologies. The authors discuss
malware

applications  like  adaptive

identification and anomaly detection,
positioning Al as an essential resource for
safeguarding cyberspace. To provide resilient

and reliable defenses, they promote

continuous research to tackle challenges like
as algorithmic biases and adversarial Al

methods.

Research Methodology, Analysis, findings

and Results

This research examined the psychological
profile of cybercriminals via the use of Al
using both qualitative and quantitative
methodologies. Data will be gathered from
accessible and willing participants, including
cybersecurity professionals, psychologists,
and  criminologists, by  convenience
sampling. Primary data will be obtained via
surveys and interviews, whilst secondary
data will be derived from academic papers,
cybersecurity reports, and case studies. The
digital footprints, communication methods,
and behavioral patterns of cybercriminals
will be examined using Al capabilities,
including machine learning algorithms and
natural language processing. This technique
ensures a comprehensive understanding of
the subject matter while addressing ethical

issues and data protection concerns.
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Table 1: Descriptive Statistics factors that influence Al in Psychological Profiling of Cyber Hackers

S1.No. No. of. Std. Mean
Factors Resp:ndent Mean Deviation Rank
Online Behavior and Identity 100 2.09 0.765 5.98
2. Social interactions in cyberspace 100 2.21 921 5.21
3. Mental Health Implications 100 2.54 1.043 4.32
4. Cybercrime and Deviance 100 2.33 1161 516
5. Technology’s Influence on Cognition 100 2.20 1.320 5.74

of digital identity and provide difficulties for

Online Behavior and Identity: Online both people and groups

conduct and identity development are Social Interactions in Cyberspace: Social

essential subjects in cyber psychology. interactions in cyberspace are shaped by the

Individuals  may  construct  curated

distinct characteristics of digital

representations of themselves on social o Lo .
communication systems. Online interactions

media platforms, forums, and virtual
environments, often highlighting idealized or
alternate traits. This procedure is referred to
as digital identity building. Anonymity in
digital environments facilitates enhanced
self-exploration but may also result in
disinhibition, prompting people to partake in
activities they would otherwise eschew in
direct contacts. The disjunction between
digital and real-world identities may result in
identity confusion or unhappiness for some
users, especially among younger groups
undergoing personal development.
Furthermore, online conduct such as
hostile

cyberbullying,  trolling, and

interactions may expose the negative aspects

may be asynchronous (e.g., emails, text
messages) or synchronous (e.g., chats, video
calls), influencing the dynamics of
communication and the evolution of
relationships. The absence of physical
presence and nonverbal signals, such as body
language or facial emotions, may alter the
dynamics of conversation. Online anonymity
enables people to portray themselves in
manners they may not in direct interactions,
perhaps resulting in more radical displays of
identity.  Online  platforms  facilitate
worldwide relationships but also engender
echo chambers, when people mostly
encounter similar viewpoints. This may

exacerbate prejudices and polarization.
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Moreover, online connections may lack the
profundity and emotional engagement of
inperson encounters, thereby affecting
longterm  psychological  health  and

exacerbating  feelings of  loneliness,
especially among vulnerable groups.

Mental Health Implications: The connection
between digital technology and mental
health is an expanding focus within cyber
psychology. The internet provides mental
health tools, including online therapy,
support groups, and applications that
enhance well-being. These technologies have
enhanced the accessibility of mental health
treatment, particularly for persons in rural
locations or those hesitant to pursue inperson
assistance. Conversely, over use of digital
technology may negatively impact mental
health. Social networking platforms are often
associated with emotions of inadequacy,
anxiety, and despair, particularly among
teens. Cyberbullying and online harassment
intensify these adverse consequences,
resulting in  mental anguish. Internet
addiction poses a considerable issue, as
people allocate excessive time to online
activities, adversely affecting their physical
health, relationships, and general
functioning. Consequently, understanding
the influence of digital environments on
mental health is crucial for developing more

supportive and healthy online places.

Cybercrime and Deviance: Cybercrime and
deviance are significant issues in cyber
psychology, since digital settings facilitate a
range of illegal acts previously unattainable.
Cybercrime encompasses illicit actions like
hacking, identity theft, fraud, and virus
dissemination. The anonymity provided by
the internet enables perpetrators to execute
these offenses with little detection,
complicating the identification of

cybercriminal psychological profiles.
Comprehending the motives and actions of
cybercriminals is crucial for preventative and
intervention methods. Certain academics
examine the psychological characteristics
that lead people to commit cybercrime,
including diminished empathy and a need for
power. Social and environmental variables,
such as exposure to online aberrant conduct,
also contribute significantly. The notion of
cyber deviance encompasses behaviors that
diverge from societal standards, including
online trolling, harassment, and hacking,
therefore fostering a culture of digital

misconduct that impacts wider online

groups.
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Technology’s Influence on Cognition:
Technology significantly influences human
cognition, especially in  information
processing, decision-making, and interaction
with the environment. Digital media and
interactive technologies, such as cellphones,
social media, and video games, are
transforming cognitive processes, often
resulting in diminished attention spans and
alterations in  memory  processing.
Uninterrupted access to knowledge via the
internet promotes multitasking, which might
hinder the capacity to concentrate on a
singular work for prolonged durations. Some
studies indicate that certain video games and
Chi-Square (101.371), Difference (4): This is

the degrees of freedom for the chi-square

applications may improve cognitive abilities
such as problem-solving and hand-eye
coordination, while others emphasize
possible drawbacks, including diminished
memory recall and decreased capacity for
deep thought. The incessant influx of
information online may lead to cognitive
overload, hindering people' ability to filter
out extraneous material. The increasing use
of artificial intelligence in decision-making
may transform individuals' work approaches,
thereby diminishing critical thinking and

human judgment in favor of dependence on

automated systems.

chance. Since the p-value is 0.000, which is

less than 0.05, the null hypothesis (that no

Table 2: Friedman Test

No. of. Res

100

Chi-Square

101.371

difference

4

Asymp. Sig.

0.000

test, which typically corresponds to the
number of categories minus one (in this case,
there are likely 5 categories being analyzed
for factors influencing Al in profiling).
Asymp. Sig. (0.000): This means there is a
very low probability that the relationship
between the factors and the psychological

profiling of cyber hackers is due to random

factors influence Al in psychological
profiling of cyber hackers) is rejected. This
indicates that there are significant factors
influencing Al profiling. These factors could
include data quality, the sophistication of Al
models, psychological features, legal and
ethical constraints, and cultural aspects that

impact profiling accuracy and effectiveness.

10
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Thus, Al's role in psychological profiling is
shaped by multiple key factors, all of which

have a statistically significant impact.

Recommendations and Suggestions

A multitude of recommendations may be
executed based on the findings.
Organizations should prioritize the allocation
of resources to artificial intelligence-based
solutions that enable realtime monitoring and
analysis of cyber risks. It is essential to
promote cooperation among cybersecurity
experts, criminologists, and psychologists to
improve profiling techniques. Third, to
ensure  openness and  accountability,
governments must establish clear rules for
the ethical use of Al in criminology. Fourth,
educational institutions have to establish
interdisciplinary courses that amalgamate
cybersecurity, criminology, and psychology.
Public awareness efforts must focus
educating citizens on the psychological
tactics used by hackers to exploit

vulnerabilities, hence enhancing digital

resistance.

Conclusion

The integration of AI into psychological
profiling is a transformative strategy for
combating cybercrime. This study illustrates

the potential of Al to improve the detection

and prevention of threats by examining
psychological traits and behavioral patterns.
The findings emphasize the significance of a
multidisciplinary approach that integrates
insights from psychology, criminology, and
technology to tackle the intricacies of
cybercriminal behavior. Although there are
still obstacles, such as ethical concerns and
data privacy concerns, the advantages of
Aldriven profiling are significantly greater
than the risks. Leveraging Al for
psychological profiling provides a proactive
and effective solution to the ever-changing
nature of cyber threats, thereby contributing
to a secure digital environment. The findings
of this inquiry have significant significance
Al-driven

for several disciplines.

psychological  profiling may enhance
investigation techniques in law enforcement,
enabling the expedited identification of
cybercriminals. Organizations may enhance
the creation of targeted security procedures
and staff training programs by understanding
hacker habits. The study offers policymakers
insights into the ethical use of Al in
criminology and underscores the need of
rules to avoid misuse. This study enhances
academic

literature by promoting

interdisciplinary ~ cooperation ~ between
cybersecurity and psychology. The practical

applications of this study might significantly

11
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enhance worldwide efforts to prevent and cognitive vulnerabilities (pp. 73-92).
cybercrime. Academic Press.

6. Firdaus, R., Xue, Y., Gang, L., & Sibt ¢
Reference

Ali, M. (2022). Artificial intelligence and

. Ancis, .

Tshimula, J. M., Nkashama, D. J. K.,
Muabila, J. T., Galekwa, R. M., Kanda,
H., Dialufuma, M. V., ... &
Intudi, R. K. K. (2024).
Psychological Profiling in
Cybersecurity: A Look at LLMs and
arXiv

Psycholinguistic ~ Features.

preprint arXiv:2406.18783.

. Aiken, M. P, Davidson, J. C., Walrave,

M., Ponnet, K. S., Phillips, K., & Farr, R.
R. (2024). Intention to
Hack? Applying the Theory of
Planned Behaviour to Youth Criminal
Hacking. Forensic
Sciences, 4(1), 24-41.
R. (2020).

cyberpsychology: An

The age of

overview.
American Psychological Association.
Technology, Mind, and Behavior. Pp. 1-

6.

. Attrill-Smith, A., & Wesson, C. (2020).

The psychology of cybercrime. The
handbook of

cybercrime and cyberdeviance, 653-678

Palgrave international

. Bada, M., & Nurse, J. R. (2020). The

social and psychological impact of

cyberattacks. In Emerging cyber threats

10.

human psychology in online transaction
fraud. Frontiers

947234.

in Psychology, 13,

Guembe, B., Azeta, A., Misra, S.,
Osamor, V. C., Fernandez-Sanz, L., &
Pospelova, V. (2022). The

emerging threat of ai-driven
cyberattacks: A review. Applied Artificial
Intelligence, 36(1), 2037254

Ang, B. (2021). Legal Issues and Ethical
Considerations in  Cyber Forensic
Psychology. In Introduction To Cyber
Forensic  Psychology:

The Mind Of The

Understanding
Cyber Deviant
Perpetrators (pp.

233-249).
Smolenskiy, M., & Levshin, N. (2024).

Applications of artificial intelligence to
identify fake accounts: Psychological
and legal aspects. In BIO Web of
Conferences (Vol. 113, p. 06023).
EDP Sciences.
Geluvaraj, B., Satwik, P. M., and Ashok
Kumar, T. A. (2019). “The future of
cybersecurity: Major role of artificial
intelligence, machine learning, and deep

learning in cyberspace,” in International

12



Bharath et al. / Star International Journal, Volume 13, Issue 4(1), April(2025)

11.

12.

Conference on Computer Networks and

Communication Technologies (Cham:

Springer), 739-747.

Imran, M., Faisal, M., and Islam, N.
(2019). “Problems and vulnerabilities
of ethical hacking in

Pakistan,” in 2019 Second
International Conference on Latest
Trends in Electrical Engineering and

Computing  Technologies
(INTELLECT) (Karachi: IEEE), 1-

6.

Islam, N., and Shaikh, Z. A. (2016).

“A study of research trends and issues in
wireless ad hoc networks,” in Mobile

Computing and Wireless Networks:

13.

14.

Concepts, Methodologies, Tools, and

Applications, ed I Management
Association (IGI
Global), 1819-1859. doi:

10.4018/978-1-4666-8751
Singh, B., & Kaunert, C. (2025).
Intelligent Machine Learning Solutions
for Cybersecurity: Legal and Ethical
Considerations in a Global Context. In
Advancements
Automation (pp. 359-386). 1GI Global.
Arunesh Bal(2024) The Psychology of

Cyber Fraud: How Scammers Use Al to

in Intelligent Process

Exploit Human Behaviour, International
Journal of Creative Research Thoughts ,

Volume 12,

Issue 7,pp.58

13

ISSN: 2321-676X



